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Preface 

This course is about strategic risk management: the management of risks that can 
impact on the strategic objectives of an organisation. 

The risks themselves may be strategic or non-strategic but they all contribute 
towards the overall strategic risk profile of an organisation and, therefore, fall within 
the remit of the strategic risk management system. 

Most people are aware of everyday risks. If you choose to drive a car to work, 
you are aware that the process of driving generates a risk of injury from being 
involved in a road traffic accident. You may be prepared to accept this risk because 
you consider it necessary in order to get to work within a reasonable time. You work 
to make money and develop your career and these, in turn, generate opportunities in 
your private and work lives. The process of driving to work, therefore, creates risk 
but it also creates opportunity. Risk and opportunity are effectively two outcomes of 
the same process. Risk represents an event with a negative outcome while oppor-
tunity represents an event with a positive outcome, both of which may or may not 
occur. 

The risk–opportunity consideration applies to organisations in much the same 
way as it does to individuals. Organisations in most industries and sectors operate 
within an environment that is subject to rapid and constant change and where the 
general level of internal and environmental complexity increases over time. Devel-
opments such as the rapid expansion in the use of IT over the past 30 years have 
transformed the business environment and have generated a multitude of opportu-
nities and risks. Most people would agree that (a) things are more complicated and 
more subject to change than they were 20 years ago and (b) this trend is likely to 
continue, and accelerate, in the future. 

Organisations, therefore, must be able to manage risks. This course is all about 
that risk management process. Its primary focus is on the management of the 
various types of risk that are likely to impact on an organisation. It is necessary to 
distinguish between different types of risk because each type impacts on the 
organisation in a different way and therefore has to be managed in a different way. 
An effective risk management system, therefore, has to be able to manage strategic 
risk, operational risk, change risk and unforeseen risk. 

Many organisations operate traditional silo-based risk management systems: 
typically health and safety risk management and financial risk management. In many 
cases they are capable of managing some of the different risk types. In practice, 
however, the various risk types do not operate in isolation. There are connections or 
interdependencies between the various risk types and also between the various 
functional units that make up the organisation. These interdependencies themselves 
generate new and separate interdependency risks: for example, a risk cascade where 
each individual risk is known and understood but the outcome of the cascade is not. 

This course, therefore, extends beyond standard risk management and considers 
the risk types from the perspectives of risk interdependency and enterprise-wide risk 
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management. It considers how the various risk types interact with each other within 
each functional unit: for example, a change in chief executive officer could affect 
operational, change and unforeseeable risk within the human resources department. 
It also considers how these functionally interdependent risks affect similar risk types 
in different functional departments. It moves on to consider how the various risk 
types can be mapped across the various functional units by means of a simple risk 
interdependency field and how this risk interdependency field can act as a basis for 
the development of a full enterprise-wide risk management system. 

The authors have made every effort in the text to illustrate fairly and without 
prejudice the concepts of risk management and their application, and on occasion 
they have made reference to named corporations and, by implication, their employ-
ees. All such references are made in good faith for educational purposes and in no 
way does the appearance of a named corporation imply that the corporations so 
named, or their employees, have been, or are, negligent in matters of risk manage-
ment, and it would be completely erroneous for any reader to draw such 
unwarranted and untrue conclusions; nor does the absence of a named corporation 
imply anything similar or to the contrary. 
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Module 1 

 Introduction 
Contents 
1.1  Introduction .............................................................................................1/1 
1.2  Course Rationale ....................................................................................1/1 
1.3  Course Scope ..........................................................................................1/3 
1.4  Course Structure ....................................................................................1/3 
1.5  The Mini Case Studies and Module 8 Case Study ...............................1/5 
Learning Summary ............................................................................................1/6 
 

Learning Objectives 

By the time you have completed this module you should understand: 

 the rationale for the course; 
 the scope of the course and how it is designed to be applied generically; 
 the structure of the course; 
 how the case studies work within the overall text; 
 the concept of the main risk types and how they link together; 
 the concept of an enterprise-wide risk management system (EWRMS). 

1.1 Introduction 
This module provides some background information on the basic design and 
structure of the Edinburgh Business School (EBS) text Strategic Risk Management. As 
a starting point it assumes a basic knowledge and understanding of risk and risk 
management to a standard developed by Module 3 of the EBS Project Management 
course. Readers who have already completed the EBS Project Management course, 
therefore, are in a position to study this module immediately. Readers who have not 
already completed it may wish to refer to Appendix 2, which contains a modified 
extract from Module 3 of the Project Management course. 

1.2 Course Rationale 
Most people are familiar with the concept of risk because it permeates every level of 
our lives. Driving a car involves risk. Buying a house involves risk. Getting up in the 
morning involves risk and so does staying in bed (you might be late for work). We 
all face risks of many types every day and we cope by managing them. You can 
reduce the risk involved in driving a car by reducing your speed and/or by paying 
more attention and taking more care. You can reduce the risk of not being able to 
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keep up the repayments on your house by making sure the repayments, and any 
likely future increases in repayments, are affordable. You can reduce the risk of 
being late for work by getting up earlier and/or by moving house to live closer to 
work! We all recognise risk and we all manage risk all day and every day. 

Risks are also interdependent. One risk can impact on another. For example, if 
you are involved in a minor car accident (Risk A) on your way to work you will 
certainly be late for work (Risk B). Risk A drives risk B. The two risks are interde-
pendent. This course attempts to develop an understanding of risk linkages: how 
one risk is intrinsically linked to another risk or risks. To manage risks really 
effectively you have to understand and manage both the risks and the connections 
that link the risks together. The course attempts to develop an understanding of 
how risk interdependencies work and how to design risk management systems that can 
both identify interdependencies and manage them effectively. Risk interdependency 
analysis is an important component of any enterprise-wide risk management system 
(EWRMS) (see Appendix 2) and it is a key concept in the understanding of effective 
risk management. 

The course recognises the ever-growing importance of effective risk management 
as the world becomes more complex and as the pace of change accelerates. The 
world is changing faster than ever before. In both our private and work lives we are 
subject to constant and rapid change at all levels. For example, over the past few 
years technological change has encouraged us to increase the use of online commu-
nications to a quite remarkable degree. We now make use of social media, email, 
web browsers and web-based communications to a level that would have been 
inconceivable only a few years ago. This technological transformation has changed 
all our lives to a considerable extent and it has opened up new avenues for high-
speed flexible communications. It has, however, introduced new risks that either did 
not exist a few years ago or did exist but were of low magnitude. 

Change is one of the main sources of risk. Change generates risk. As the rate of 
change increases so the rate of emergence of new and more complex interdepend-
ent risks increases and it is imperative that people and organisations have the 
necessary interdependent risk management systems in place to protect their interests 
and maximise the opportunities they can aim to exploit. 

The text begins with a basic summary of risk and risk management theory. As 
stressed above, this initial section builds on the knowledge and understanding of 
risk and risk management developed in Appendix 2. 

The text goes on to consider the four main types of risk (strategic risk, 
change/project risk, operational risk and unforeseen/unforeseeable risk) as separate 
risk interest levels or areas. These risk types are introduced with minimal detail in 
Appendix 2 (taken from the Project Management course). In this course they are 
developed in considerably more detail and each risk type is assigned its own 
dedicated module. These risk levels are then combined into the risk interdependency 
field, where risks are considered on an enterprise-wide basis, and where the relation-
ships between risks at different levels and within different functions are made clear. 
The course goes on to establish the importance of an understanding of risk interde-
pendency as the basis for the design and application of an EWRMS, where 
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interdependent and non-interdependent risks are considered on an organisation-
wide basis. 

It is important to note that this text is concerned with strategic risk management 
from a generic point of view. It does not refer specifically to financial risk manage-
ment, because this is already covered by the EBS elective Financial Risk Management. 

1.3 Course Scope 
The course is designed to be generic and does not focus on any single sector or 
industry. Neither does the course focus on any particular function. Most people are 
familiar with the idea of financial risk management and some readers may even have 
read the Financial Risk Management elective. Most organisations, from sole traders 
right up to governments, operate some kind of financial risk management system. 
Most people are also familiar with the idea of health and safety risk management 
covering employees and third parties. In many countries financial risk management 
and health and safety risk management are governed and regulated by statutory 
controls. Organisations operate using a combination of the statutory requirements 
and their own corporate policies and procedures that may operate over and above 
statutory controls. This course is not concerned with any one particular function 
(such as financial or health and safety). Instead it considers risk management from 
an organisation-wide perspective including finance, health and safety, and other 
typical functions such as production, information technology support, human 
resources, research and development, sales and marketing, etc. 

Risk management, like project management, is a generic discipline and can be 
equally applied across a wide range of different applications. This course seeks to 
develop a general knowledge and understanding of risk and risk management as part 
of a wider range of skills that are developed by the MBA programme as a whole. 

The course does adopt a focus on enterprise-wide risk management: the philoso-
phy that risks should not be considered in isolation, either as individual risks or as 
risks within a specific functional group. In fact risks are part of an interdependent 
risk profile where every risk is linked to every other risk, much like the individual 
strands in a web. If the web is touched at any one point the impact of the touch 
proliferates throughout the web. The course assumes, therefore, that it is necessary 
to consider the organisational functions, the risk types and the interconnectivity 
between them when designing an effective risk management system. 

1.4 Course Structure 
The course is structured around the main risk types likely to be managed in an 
enterprise-wide interdependent risk management system. When developing such a 
system most organisations go through a more or less standard process, which is 
outlined below.  
1. Understand the risk profile. This involves looking internally at what the 

organisation does, how it works and how it manages risk at present. It also re-
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quires a thorough analysis of the environment so that the organisation can fully 
appreciate the type and magnitude of risk it faces. 

2. Develop a basic risk management system. Once the risk profile is under-
stood the organisation needs to go through the standard process of developing 
a basic risk management system. A basic system may be sufficient for some or-
ganisations but others may decide to take their approach to risk management to 
the next level and develop a full EWRMS that links the risks in the risk profile 
to the functions and departments within the organisation. At the most basic 
level this will require the identification and detailed analysis of four risk types: 
strategic risk, project/change risk, operational risk and unfore-
seen/unforeseeable risk. 

3. Analyse strategic risk. Analyse the risk that relates to the long-term strategic 
goals of the organisation, such as the risk involved in appointing a new CEO. 

4. Analyse project/change risk. Analyse the risk associated with projects and/or 
other forms of planned change such as the risk of a new product being devel-
oped late and missing its advertised launch date. 

5. Analyse operational risk. Analyse the risk associated with day-to-day opera-
tions such as the risk of a break in production because of a mechanical failure in 
a key part of a production line. 

6. Analyse unforeseen/unforeseeable risk. Analyse the risk of events that are 
unforeseen (not managed) or unforeseeable (unmanageable). Unforeseen risks 
may remain undetected, for example, because the risk identification process is 
unreliable. A typical example is a cascade risk where each individual risk is 
known but the cumulative effect resulting from the cascade is not. Unforeseea-
ble risks are undetectable. 

7. Identify the separate functional units within the organisation. The 
organisation has to separate the various functions within its organisational struc-
ture and integrate each into an organisation-wide network of functional 
activities. The organisation has to develop a culture where the various functions 
are considered as a single entity rather than a series of silos. 

8. Identify risk connectivity. This is often the most complex part of the process. 
The organisation has to analyse the connectivity between the various types of 
risk and the various functional units within the organisation. The connectivity 
profile will vary considerably depending on the risk profile and the structure of 
the organisation. 

9. Develop a risk interdependency field. The organisation has to define linkage 
strengths for the connectivity profile. Some risks may impact more on some 
functions than on others. Some functions, for example, may impact on strategic 
risks more than on operational risk. The relative strengths of the linkages have 
to be assessed and mapped. 

10. Develop an EWRMS. A final model is developed. The model (a risk interde-
pendency field) is a representation of the interdependent risk profile of the 
organisation. It is also dynamic in that a change in any individual function or 
risk will have corresponding changes throughout the model. It allows the organ-
isation to see the risks that result from combinations of known risks and/or 
critical risk changes in response to known actions. 
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1.4.1 The Corresponding Sections of the Course Text 

The modules in the course text are designed to address the stages listed above. The 
distribution is as follows. 

 Module 2: Risk and Risk Management. This module summarises the basics of 
risk and risk management necessary for an understanding of the rest of the 
course text using the knowledge and understanding developed in Appendix 2 as 
a starting point. It addresses stages 1 and 2 in the development sequence de-
tailed above. 

 Module 3: Strategic Risk. This module develops the concept of strategic risk in 
more detail, covering some specific examples such as strategic drift. It addresses 
stage 3 in the development sequence listed above. 

 Module 4: Change Risk. This module discusses change or project risk and 
develops an understanding of the types of risk associated with change and with 
projects designed to bring about change. It addresses stage 4 in the develop-
ment sequence listed above. 

 Module 5: Operational Risk. This module addresses operational risk, which is 
the day-to-day risk associated with production operations. It addresses stage 5 
in the development sequence listed above. 

 Module 6: Unforeseen and Unforeseeable Risk. This module is the last of the 
risk-specific modules. It discusses unforeseen and unforeseeable risk and some 
basic approaches to risk analysis under conditions of uncertainty. It addresses 
stage 6 in the development sequence listed above. 

 Module 7: Risk Interdependency. This module considers how an organisation 
might develop a full EWRMS based on some kind of risk interdependency field 
analysis. It addresses stages 7–10 in the development sequence listed above. 

 Module 8: Case Study. The case study attempts to apply some of the areas 
covered in the text to a theoretical case study organisation. The case study is 
designed to develop in terms of detail and complexity as it progresses. 

1.5 The Mini Case Studies and Module 8 Case Study 
The course contains a number of mini case studies interspersed throughout the text. 
These are designed to supplement the adjacent text. There is also a case study 
designated as Module 8. This case study is designed to reinforce your understanding 
of strategic risk management and should be attempted after you have read the rest 
of the course text.  

1.5.1 The Mini Case Studies 

The mini case studies are interspersed throughout the text and are not presented in 
dedicated modules. They are positioned so as to be relevant to the adjacent text and 
are designed to encourage the reader to think in more detail about the theory 
developed and especially about how it might be applied in a real-world application. 

The mini case studies are designed to develop background applied thought and 
consideration rather than detailed applied understanding. Most of them refer to real-
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world projects. They all feature a short ‘required’ section where the reader is asked 
to answer one or two short questions on the case study text. In most cases the 
reader only needs to think about the content of the mini case study in the context of 
the rest of the course text to be able to answer the ‘required’ questions. There is 
generally little or no need for any additional background reading or research. 

1.5.2 The Case Study 

The case study is largely theoretical but is based on a real oil and gas organisation 
that underwent a major transition from one form of specialisation to another. The 
case study is centred in the oil and gas industry. There is no particular reason for this 
other than the fact that it had to be based in one sector or another and the interna-
tional oil and gas industry is characterised by high degrees of risk and frequent and 
significant change. The driving force of the international oil and gas industry is, of 
course, the global oil price. Everything from exploration and field development 
through transportation and distribution to petrol station forecourt sales and even 
carbon capture projects is based on the global oil price. 

The global oil price itself is subject to significant and unpredictable change. It 
reached $145 per barrel in 2008 compared to less than $30 per barrel in January 
2016. This kind of price variation in the key commodity of the international oil and 
gas industry results in a highly unstable and unpredictable trading environment. 
Such conditions are unfavourable in terms of, for example, long-term investments. 
An operator may be reluctant to commit to developing a major new oilfield where 
production costs are, say, $40 per barrel if the international oil price is less than $100 
or so. 

The international oil and gas industry can, therefore, be considered a high-risk 
industry in that profitability depends largely on the international oil price, over 
which the various producers, processors and sellers have absolutely no control. This 
is the main reason why the industry was selected as the basis for the case study. The 
case itself is a company that is initially focused on exploration and field licensing and 
decides to make a strategic change to focus on production. Such a move would 
obviously generate strategic, change/project, operational and unfore-
seen/unforeseeable risks with associated interdependencies between them. 
Individual exercises within the case study invite thought development and under-
standing enhancement in each of these key risk areas. 

Learning Summary 
This module has introduced the course text and has briefly introduced the rationale 
for the course. It has established the course scope and summarised the arrangement 
of the sections. It has been stressed that the course is centred around enterprise-
wide risk management systems based on risk interdependency field analysis. The 
introduction has made it clear that risk should not be considered in isolation, either 
in terms of individual risk types or in terms of individual functional associations. In 
fact, any given risk is part of a complex interactive field of risks where a change in 
one generates corresponding changes in other risks in the field. 
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The main learning outcomes of the module can be summarised as follows. 

 The course is designed to reflect the interdependent nature of the real risk 
profile that organisations face in any given competitive environment. 

 It extends from the material covered in Appendix 2. 
 It is advisable to have completed Project Management or to have read Appendix 2. 
 The course text is designed to have a generic application. It is not aimed at any 

particular industry or sector. 
 The course first establishes the context of risk and risk management. It then 

considers the four main risk types in detail before moving on to consider how 
these risks and the operational functions within organisations may be linked. 

 The sections follow on in direct sequence and contain numerous mini case 
studies. 

Module 2 considers the basis of risk and risk management to a level necessary for 
an understanding of the rest of the course text. It addresses stages 1 and 2 in the 
development sequence detailed in Section 1.4.  
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